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ABSTRACT 
Valid a ting a new version of SAS on a prod uction server used  to b e a d a unting  task. The SAS System version 9.1.3 ships with 
user friend ly installation qualific ation tools.  This is couple d  with existing  tools that m ake it easier to valid a te SAS.  Besid es 
qualifying  the installation, there are other tasks and  com ponents of the system that ne e d  to b e valid a te d  or verifie d .  Som e of 
these com ponents includ e: 

1. Backward  com patib ility issues with old er versions of d atasets and  form at catalogs. 
2. Valid a ting  m ulti use m a cros and  stand a rd ize d cod e te mplates. 
3. Verifying  stand  a lone or project specific prog ra m m ing a nd  output. 
4. Affects on stand a rd  operating  proce d ures and  prog ra m m ing  practices. 

The interconnecte d ness of the SAS com puting e nvironm e nt d oes require consid era b le e fforts in valid a ting a SAS Syste m.  
However, if this is execute d  successfully, it can allow for gre ater tra c e a bility b etween output, prog ra ms and  source d ata.  The 
perform a nc e qualification also she ds lig ht on ways of optim izing  the work and  d ata flow of your com puting e nvironm e nt.  
The m a ny b e ne fits of perform ing  valid ation of the SAS System  will outweig h the costs.  In a d d ition, it is a requirem e nt within 
a re gulate d e nvironm ent so it is recom m end e d  to b e prepared . 

IN TRODUCTIO N  
Valid a tion of a SAS syste m  m ost com m only occurs d uring a n upg ra d e  from a n old er version of SAS or m oving  to a new 
platform .  The exa mples used  in this paper includ e m ig rating  from  SAS 8.2 to SAS 9.1.3 and  m oving  from  a le g a cy operating  
system to the wind ows platform .  In either case, sim ilar valid a tion challeng es are confronte d .  It is recom m end e d  that you first 
acquire a g lob a l view of the syste m a nd  id entify the architecture.  Only a fter g a ining  this perspective would  it b e useful to 
then zoom  in on ind ivid ual com ponents.  This allows you to ac c ess the scope and  interconnecte d  of e a ch com ponent so that 
your valid a tion e fforts are b ala nc e d  a nd  thoroug h.  Once the architecture is cle arly und erstood , the requirem e nts and  
functional specifications of ea ch com ponent are d ocum ente d .  These functional specifications then d rive the valid ation testing .   
 

 
 
It is im portant to follow these steps in a system atic ally and  ord erly fashion since they are interd epend ent.  Docum e ntation of 
e a ch step in the valid a tion process is also essential in capturing a nd  proving  that the valid ation e ffort was d one properly.  
Besid es d ocum enting e a ch step, it is also im portant to c apture the tra c e a bility of ea ch valid ation task.  For ea ch test case that is 



 

perform e d, there is an associated  functional specification which then is connecte d  to the requirem e nts for a particular 
com ponent of the system as a whole.   The m ap or trac e a bility m atrix that ties all these valid ation com ponents tog ether is 
pivotal to an aud itor.  Proper d ocum entation will m a ke the d ifferenc e b etween a successful valid ation aud it and  a com plete 
failure.   
The m ain g oal of the valid ation e ffort is to ensure that the installation and  im ple m e ntation of the SAS syste m a nd  its 
associate d  tools function as intend e d  b y the vend or (SAS Institute) and  your org a nization.  The valid a tion will ensure this 
success.  In a d d ition to this g oal, the d ocum e ntation of your valid ation e ffort will also ensure the inte grity of your com puting  
environm e nt and  b e in com plianc e with re gulatory requirem e nts such as the CFR Part 11 within the biotechnolog y and  
pharm a c eutic al ind ustry.   
 

ARCHITECHING COMPO NEN TS  
The first step in your valid a tion e ffort is to und erstand  what it is that you are working  with.  The SAS System as d elivere d  to 
you in a series of CDs is a system which contains m od ules such as Base, Stat, Graph and  other com ponents of SAS.  This 
however only m a kes up part of the system that you are im plem enting  in your org a nization.  The SAS software fits into a 
com puting e nvironm ent that interacts with other software and  hard ware.  If you were to take into ac count all the associated  
hard ware and  software that SAS interacts with, this is what is consid ere d  the “SAS Syste m” from  a valid ation perspective.  It 
is there fore im portant for you to take the rig ht steps to id entifying a nd  d ocum e nting  all these com ponents. 
 
STEP 1:  Id entify all the hard ware com ponents of your com puting e nvironm e nt.  For exa mple: 
 

Hardware Component Name 

SAS Application Server SASAPPSRV 

SAS File Server SASFILESRV 

Client Desktops CLIENTDSK 

 
There could  b e  m a ny physic al m a c hines use d  or just a few.  It is im portant to know where SAS is stored  a nd  which m a chine 
stores other files that relate to SAS. 
 
STEP 2:  Docum e nt security m od el im ple m e nte d  for your SAS environm e nt.   
 

Server Type Security Levels 
SAS Application Server Windows Login 

SAS File Server Windows Login 
 
There could b e  a software layer or physical layer to your security m od el. 
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It is com m on to have a com b ination of software and  hard ware contrib uting  to your security m od el.  By d ocum enting  it, you 
will see where there are holes or are as that m a y ne e d  im provem e nts. 
   
STEP 3:  Id entify all the software com ponents that are installed  on your hard ware.   
SAS Application Server 

?  SAS 9.1.3 Enterprise Bund le 
?  Microsoft W ind ows XP  
?  SAS System Viewer 
?  Trialex Clinic al File Mana g e m e nt Ma cros Version 2.0 
?  Sy/Valid ate version 3.0  

   
This step is essential in und erstand ing a ll the software used  on your syste m.  This step helps you perform  the im pact analysis 
of how SAS a ffects other com ponents within your environm e nt. 
 
STEP 4:  Docum e nt the system architecture.  This ties all the hard ware and  software tog ether. 
 



 

Terminal Services

SAS System
Architecture

Network
Switch(es)

Backup Tape Library

Tape drive

SAS 8.2 Client Workstations

(Raid 5 configuration)
W2K

SAS 8.2 Application

SAS Data

SAS Programs

SAS Output

Veritas Agent

Internet

Network Firewall

Remote Access
Laptop computer

VPN Client

Router
VPN key

MXI Fremont LAN

SAS Application
and File Server

SAS 8.2 Application

Terminal Server Client

Database Server

Solaris Operating System
Veritas Client

RAID Level 1
Database Application

Studies Databases

Internet

External CRO Data Sources

Coding Dictionaries

Zip files
Email Attachments

 External CRO Data
In CD format

Intranet

SQL Server

File Server

Web Server

   
This g ives you a b ird ’s eye view of all your com ponents and  how they relate to e a ch other.  Only includ e those com ponents 
that relate to the SAS system.   This includ es input to the SAS syste m such as source d ata b ases and  output reports or d a ta that 
is prod uce d  b y SAS. 
  

SYSTEM REQUIREMEN TS 
It is nice to have all this technolog y b ut you have to know what you want to d o with it b e fore it can b e useful.  If you are the 
end  user, then you would  pose the question to yourself.   
   W hat do I need  SAS for to help m e d o m y job? 
Se e if you c an answer this question with one concise sentence.  This short answer will b e the them e that you will use in 
c apturing  your require m e nts.  If you are not the end  user, then set up interviews with the end  users and  ask the m the sam e 
questions.  During  this requirem e nt collection sta g e, d isting uish b etween what the user is requiring a nd  what the software 
vend or (SAS Institute) is requiring .  For exa mple, the syste m  m ust run on W ind ows XP Professional rather than W ind ows XP 
Hom e.  This m a y b e som ething  that would  b e  nice for the users, b ut it is m ore of a vend or require m e nt.  This d istinction will 
help you b etter org a nize your require m e nts.  
STEP 1:  Id entify all the vend or’s (SAS Institute) m inim um  requirem e nts.  This has to d o with the minim um  m e m ory or hard  
d isk requirem e nts for your particular hard ware and  operating  syste m config uration.  This can b e  d ifferent b etween your SAS 
sever versus d ata and  client m a chines. 
STEP 2:  Docum e nt your org a nization’s requirem e nts pertaining  to security and  com puting e nvironm e nts.  Your org a nization 
m a y have b a ckup fa cilities or there are password a nd  d ata acc ess stipulations.  These requirem e nts are usually esta b lishe d  by 
your org a nization and  c an b e  d ifferent from  the vend or’s requirem e nts or the specific user’s requirem e nts. 
STEP 3:  Docum e nt the users’ wishes and  requirem e nts.  An exa mple would  b e  that SAS g e nerate reports and  perform  
specifie d  statistical analysis.  Som e user requirem e nts m a y relate to step 1 and  step 2.  For exa mple, the user m a y want the 
system to b e fast and  a vaila b le 24x7.  Som etim es the requirem e nts d o crossover.  It is not essential that you c apture every little 
require m e nt b ut that the m ost im portant and  essential features are captured . 
The requirem e nt steps can b e la b orious and  not very exciting .  However, it will g ive you g re at insig ht in to what are the core 
b usiness ne e d s of your org a nization as it relates to the use of SAS.  This und erstand ing  is essential in focusing  your valid a tion 
e fforts to ensure the hig hest d e gree of your system’s effe ctiveness and  inte grity. 



 

 

FU NCTIO N AL SPECIFICATIO N S 
N ow that you know what it is that you ne e d  SAS to d o, the next step is to und erstand  how that is ac com plishe d .  For exa mple, 
if one of your require m e nts is for SAS to g e nerate reports in PDF form at, the functional specification correspond ing  to this 
require m e nt would  d etail the use of PROC REPO RT and  associate d  ODS options to prod uce the required  report.  The SAS 
System  is very extensive and  d elivers m ost of user’s requirem e nts.  However, there are instances where users have 
require m e nts that g o b eyond  what is availa b le from  SAS.  Here are a couple of sa mple requirem e nts that m a y not b e d e livere d  
by Base SAS. 

1. SAS Program  Change Control – SAS prog ra ms that are e d ited  a nd  upd a te d  ne e d  to b e versione d  to form  a com plete 
aud it trail. 

2. Report Tab le of Contents – All SAS listings and  ta b le output ne e d  to b e d ocum e nte d  a nd  org a nize d  in a ta b le of 
contents. 

In this exa mple, the functional specification will d etail the use of tools supplie d  b y external vend ors such as MXI’s Sy/Valid a te 
and  Trialex tools.  In this exa mple the correspond ing  functional specification would  b e : 

1. Sy/Valid ate is use d  to m a ke a b a ckup copy of e a ch SAS prog ram e a ch tim e it was sub m itted .  This includ es record ing  
the user na m e a nd  tim e in which it was captured .  Optionally, the tool will capture a user note explaining  the 
chang es.  Any SAS prog ram c a n b e rolle d  b a c k to an old er version.  Reports can also b e g e nerate d  to d etail a 
com plete aud it trail for a com prehensive chang e control of SAS prog ra ms. 

2. The Trialex tool is used  to org a nize all report titles and  associate d  footnotes in a c entral d ata b ase.  A ta b le of contents 
can b e autom a tic ally g e nerate d  in RTF, HTML and  PDF form at includ ing  hyperlinks to ea ch specifie d  report. 

This exa mple illustrates that the functional specification provid es a little m ore d etail on how a particular requirem e nt is 
ac com plishe d .  If you are the end  user, the d ocum e ntation of the functional specification will answer the question whether the 
require m e nt is m et.  If you are not the end  user, you would  ne e d  to present the functional specification to the user and  ensure 
that it fulfils the orig inal requeste d  requirem e nts b e fore proce e d ing  to the next step. 
 

TEST PLAN PRO TO CO L 
The last m a jor step in your valid ation process is cre ating  the test plan and  executing  the tests.  This will confirm  that e a ch 
functional specification that you have id entifie d  truly d oes work.  There are m a ny form ats in which you c an org a nize your test 
plan.  The following  is a sug g e ste d  step that ne e ds to b e  d ocum ente d . 
 
STEP 1:  Id entify the role and  who will b e responsib le for perform ing  testing  relate d  tasks.     
 

QUALIFICATION 
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Approval 
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Quality Assurance  

Qualification Final 
Report Generation Validation Specialist or Contractor 



 

QUALIFICATION 
AND TESTING 
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RESPONSIBILITY ASSIGNMENT 

Qualification Final 
Report Approval 

System Owner  
Validation 

Quality Assurance  

 
It is not required  that specific na m es b e plac e d  b ut rather the job title or d escription will suffice.  This is m ore flexib le in that 
the sam e person c an d o m ore than one job or there m ay b e re assig nm ent once the testing  starts. 
 
STEP 2:  Docum e nt the im ple m e ntation plan.  This is where you specify the cate g ory of tasks that ne e d  to b e perform e d  in 
ord er for the testing  to b e com plete d  successfully.  An exa mple of som e of the areas includ e: 

1. V alid ation O b jective - The ob je ctive of this qualific ation e ffort is to qualify the installation and  functionality of the 
SAS syste m. 

2. Activities 
a. Installation Qualification Testing  

i. Verification of the hard ware and  software com ponents 
ii. Verification that the servers are properly secure d  

b. Perform a nc e Qualification Test 
i. Verification proce d ures are put in pla ce for the operation of the syste m 
ii. Backup and  recovery proce d ures are verifie d  

c. Acceptanc e Criteria 
i. De m onstrate and  d ocum e nt that system requirem e nts have b e en satisfie d  
ii. The system is installe d a c cord ing  to the approve d  qualific ation protocols 

3. Chang e Control 
a. Version m a na g e m e nt and  config uration m a na g e m e nt 
b. Revalid a tion proce d ures and  associated  trig g ers  for revalid ation 

These are just hig hlig hte d  a reas that are to b e consid ere d .  There is no exact te mplate but these steps are a good  start as 
sug g e ste d  g uid elines. 
 
STEP 3:  Define the types of testing  that ne e d  to b e  d one. There are several d ifferent types of qualification testing .  You would  
ne e d  to perform a ll of these to b e thoroug h. 

1. Installation Q ualification (IQ ) – This ensures that the installation of SAS and  relate d  tools was d one a c cord ing  to the 
vend or’s expectation.  It usually verifies if all the files and  com ponents have b e en installed  a nd  a re operational. 

2. O perational Q ualification (O Q ) – This ensures that the system  is operating  with all of the intend e d  fe atures.  This 
includ es all the functions d etaile d  in the functional specifications. 

3. Perform ance Q ualification (PQ ) – This ensures that the system  perform s within the size d ata and  a m ount of users 
that would  b e  used  in the re al world .  This will sim ulate re al use to see if the syste m perform s accord ing  to 
expectations. 

 
STEP 4:  Testing  flow charts can re ally clarify how testing  is to b e cond ucte d .  This d ocum e nts the ord er of the testing  steps 
and  how the test is to b e hand le d  in the event of d eviations. 
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Use d ia gra ms wherever possib le to help clarify how testing  is to b e cond ucte d .  This is m ore useful than any long  list of text 
proce d ures. 
 

CO N CLUSIO N  
During  the processing  of perform ing  these valid ation tasks, you m a y not appreciate what im pact it is having .  It m a y seem  d ry 
and  la b orious.  In practice, however, you will find  that when the test scripts are b eing cre ate d a c c ord ing  to the test plan, you 
will d iscover issues pertaining  to b a ckward  com patib ility of SAS d atasets and  catalog s if you are upg ra d ing .  You will also 
find  subtle errors and , in som e cases, m a jor bug s within your com m only used  m ulti use m a cros.  The perform a nc e 
qualification c an also encom pass the use of stand  a lone stud y specific cod e.  In m a ny instances, this reve als d iscrepancies that 
c an le a d  to im provem e nts to your system.  The valid a tion process c an also solid ify and  help m ore cle arly d efine the stand a rd  
operating  proce d ures and  g ood  prog ra m m ing  practices of your g roup.   If you c an step out of the thinking  of having  to 
perform  valid ation g rud g ing ly and  se e it from  a larg er perspective, it can have a profound  a ffe ct on your entire org a nization 
in how you and  your users interact with SAS and  its relate d  d a ta to fulfill your b usiness ob je ctives. 
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